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,Private Network“
S
8]
NS
S
LON-DC1.adatum.com LON-SVR1.adatum.com LON-CL1.adatum.com LON-CL2.adatum.com
NIC1:172.16.0.10/16 NIC1:172.16.0.21/16 NIC1: 172.16.0.50/16 NIC1: 172.16.0.51/16
DC,GC,DNS,DHCP,CA,IIS DHCP,IIS,FS,ISCSi {Manager-PC} {Standard-PC}

e Lon-CL1 ist als Computerkonto Mitglied in der AD-Gruppe WKS-Manager, Lon-CL2 gehort nicht zu dieser Gruppe
e Benutzerkonten

e Aidan ist Manager
o Allie gehort zur Abteilung Research
e  Freigaben auf Server Lon-SVR1:
e Docs: enthalt teilweise vertrauliche Dokumente
e Research: enthalt Dokumente fiir die Abteilung Research

Aufgabenstellung

e Die Freigabe \\lon-svri\research soll nur fir Benutzer mit dem AD-Attribut Department=Research zur Verfiigung
stehen.

e Die Dokumente unter \\lon-svri\docs, welche das Wort ,secret” enthalten, sollen nur fir Benutzer verfligbar sein,

die der Abteilung ,,Managers” angehdren, wenn diese auf Computern angemeldet sind, die der Sicherheitsgruppe
,WKS-Managers” angehéren.

e Essoll eine benutzerdefinierte Meldung anstelle ,,Zugriff verweigert” angezeigt werden.
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Dynamic Access Control mit Windows Server 2012 & R2

Konfiguration

Vorbereitung im Active Directory

e Neue GPO fir die Aktivierung des KDC-Claim-Supportes erstellen und auf LON-SVR1 anwenden:
B GVUUP Policy Management GPO_DAC_KDC_Support
£ F.DrESt: Adlatum‘com _ Settings | Delegation I Status
4 |55 Domains
4 F3 Adatum.com GPO_DAC_KDC_Support
=/ Default Domain Palicy Data collected on: 3/21/2013 10:12:08 AM hide all
&/ GPO_DAC_KDC_Support G G ion (E hide
=/ GPO-ICMP _ ~ 2
Administrative Templates
=/ Prohibit Desktop Background Ll hide
=/ Prohibit Registry Tools Peliey (ADMX files) retrieved from the local h
b (21 DA System/ KDC hide
b z__] gevelo.prgen: 0 Policy Setting Comment
I ._J ITomaln ontrollers KDC ot coara) Enabled
> & ki e g
I ? Managfars Claims, compound authentication for Dynamic Access Supported
I 2] Marketing Control and Kerbems amorning options:
- (2] Research
4 :;] Sales User Configuration (Enabled) hide
4 [ 5 Group Policy Objects No setins definad
=[ Default Domain Caontrallel Djsangs cetnee.
= Default Domain Palicy
=f GPO_DAC_KDC Support
=] GPO-CA
=/ GPO-ICMP
'=[ Prohibit Desktop Backgroy
\=[ Prohibit Registry Taals
e Eine Gruppe fiir die Manager-PCs erstellen:
Server Manager * Local S¢ WKS-Managers Properties
= : - Members | e
3 L tember OF | Managed By | 3
o] -
File Action View Help Members
. = —— = Active Directory Diomain Services Folder |
e 2@ 40| XO 6= BHY
] Active Directory Users and Corn|| Name B
B [ Saved Queries 3, Leanids Patu
4 F Adatum.com 2 Lola lacabsed
3 3,, Builtin H2 Managers
4 3” Computers 2, Muna Bento
% D&, 5 Muria Gonzal
b % Eeuelc.!prgent i 5 Csama Shaba
! P e °"“_’°p’_” || & pemille Halo
oreignSecurityPrincipal;
: ; T 9 urieyPrincip 2, Pangsiri Hiru
p Managed Service Accour 5 Raimonds Ry
=] Managers 2, Randall Bose
b 5] Marketing !; Richard Carey
b =] Research & Russell King Add... | | Remave |
p ] Sales 2, Ryan Spanto
B[] Users Ea Siri Welauthag
2, Tihomir Sasig
STjeerd Wening | g | | Caiee] Apely
&Vamsi Kuppa TTEr
&Wendy Kahn User
B3 WWKS-Managers Security Graup...
2, Yossi Banai User
111
e Kontrolle der Benutzer Aidan und Allie:
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= Active Directory Users and COMpUters == e
File Action View Help
| e a
2= = :
s & 0| XB EEY .|—‘-| 52 Aidan Delaney Properties ?
] Active Directary Users and Com Marne T
"; | Saved Quer:les JS e Talare U!: Member OF I Dialin I Enviranment I S esziol
4 Eﬂ Adaturn.com & Ankur Ch dy u Remate contral I Remote Deskiop Services Profile | co
= Builti & Ankurthavaa i General I Address I Account I Prafile I Telephones | Organiz
b L Builtin 2, Benna Kurmann 1]
b [ Computers 2, Bill Malone u b |
D4, 2, Bostjan Strazar u oo T
Dewvel t
b eve c.\pmen 2, Carol Traup u Department: |Managers
B 2] Domain Controllers 5 Cecilia Comejo U
B [ ForeignSecurityPrincipal; i> Diariusz Karzun u Company: |A. Diatum
pE T e -
p [ Managed Service Accour 3 Dlog? ..i\ndrac.ie ) u Manager
=] Managers % E;:,.lmll; Dubicki 3 Name: |
B 5] Marketing o eadows
p (2] Research 3 Eiji Yasuda U4 | Change. .. Propertiss Clear
b 5] Sales 2 Erwin Zischka U4
B[] Users S’ Euan Garden Us Direct reports:
2 Flernrning Pedersen U4
3_, Franck Halmaert Us
3_, Gurinder Singh U3
3_, Jason Carlson Ug
2, Jean-Christaphe Pitie u
D oo m
= Active Directory Users and Computers =11=
File Action Wiew Help

Y

] Active Directory Users and Com
B | Saved Queries
Fl :‘E‘j Adatum.com

B [0 Builtin
p | Computers
=] Da

Development

Dornain Controllers

| ForeignSecurityPrincipal:
IT

Managed Service Accour
Managers

v v T v v
||

harketing

Research
b (2] Sales
B[ Users

8 =] | Allie Bellew Properties

I'\g:”eie Bellew E’: Member Of I Dialin I Environment I Sessions
3_, Anil Elsan U Femate control I Femate Deskto.p Services Profile | EQM+
2 General I Address I Account I Profile I Telephones | Organizaty
£, Aziz Hassouneh u

2, Barbara Zighetti u :

3_, Bharat Mirchandani u dob Tite: ||

3_) Cesar Garcia u Diepartment; |F|esearc:h

2, Chioe Brussard u

2, Chris Sells u Compary: |A. Datum

2, Colin Wilcox U Manager

2, Deepak Kumar u Name: |

?_3 Dita Burianowva u .

2 Florian Stiller Ug [ Change.. Prepattiss Clear

?_‘; Hani Loza Usg

S’ Heather Murchison . Direct reports:

2, van Komashinsky Ug :

S,Jeroen Cool Us

2 1och Bailew 1l

e  Erstelle Claims im Active Directory Administrative Center:

Source Attribute

Suggested Values

Create Claim Type: claim_company_department

Source Attribute

Select an AD attribute to base this claim type on:

Display name:

Claims of this type can be issued for the following classes:

Description:
depa * Department
- -
Display Name Value Type Belongs To (Cl.. 1D
codePage Integer user, computer  Code-Page
department String user, computer  Department
User
deparimentMu... Multi-Valued 5... user, computer  deparimentMumb:
[w] Computer
msDS-Phonetic... String user, computer  ms-DS-Phonetic-C

TASKS

v | [secTions v

A claim type is an assertion about the object with which it is associated. The assertion is based on an Active Directory atiribute. It is used to define
permissicons when authoring central access rules.

claim_company_department

o o

(%A
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Create Claim Type: claim_description

Source Attribute | Soyrce Attribute
Suggested Values

permissicns when authoring central access rules.

Select an AD attribute to base this claim type on:

ces x
Display ?\Iame Value Type Belongs Te (Cl...
adminDescripti.. String user, computer

Multi-Valued S... user, computer

desktopProfile String user, computer
msTSPrimaryD...  String user, computer
msTS5econdar...  Multi-Valued S...  user, computer

nTSecurityDesc...  String user, computer

Display name:

Description:
Description

[[n]
Admin-Descriptior
Description
Deskiop-Profile

[ Computer

ms=TS-Primary-De
ms-TS-Secondary-
NT-Security-Descr

TASKS v | [SECTIONS ¥

A claim type is an assertion about the object with which it is associated. The assertion is based on an Active Directory atiribute, It is used to define

claim_description

Claims of this type can be issued for the following classes:

[ user

o

3 ()

Ergebnis:

- {‘5) I Manage Help

B Active Directory... < Claim Types (2)

Overview

Filter pel

Displ 1D
Adatum (local) 1Splay name

| Dynamic Access Control
Claim Types

Global Search

Source Type

3
ﬁ claim_company_depariment adi//ext/claim_company_d... Attribute

ﬁ claim_description adi/fext/claim_descripti88.. Attribute

Search under this node

Tasks
© @
Claim Types
Source Value Type Mew
Departrnent String
Description Multi-Valued S. Properties

e  Aktiviere Ressource-Properties fir die Fileserver:

Resource Properties (16)

Cis

‘ = Fitter

Display name

Bl Adatum (local) 3

"] Dynamic Access Control o Company
e

Resource Properties Compliancy

Confidentiality

Claim Types

D rtment
IO Glebal Search epartmen

Comparny_hS
Compliancy_M3

Emable all

— N . Disable all
o Discoverability 15
Fe Folder Usage ESlets 5
Praperties
o |mmutable F =

Referenced

No
Mo

Value Type

Single-valued...
Multi-valued C...
Ordered List

Single-valued...

Single-valued...
Multi-valuad C...

Yes/ Mo

Type

Resource
Resource
Resource
Resource
Resource
Resource

Resource
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e  Flge bei der Ressource-Property “Department” einen Auswahlwert an:

Department Tasks v | [secTions
General
Suggested Values [»] Department_MS
3 [¥] Is used for authorizatio Add a Suggested value
Extensions [ Protect fram accidental .
Value: * Research
Suggested Values Display name: [ResearcH| | (%) (~
Cescription:
The following valuss are sy
e
.
Value
-
ok | [ cancel |
Extensions
e — |

Kontrolliere, ob die beiden Ressource Properties in der Global Ressource Property List veréffentlicht werden:

- {‘5) I Manage

Resource Property Lis

i Active Directory... <

Filter

Qverview
MName

Adatum (local) 3

Dynamic Access Control -

Resource Property Lists

Global Resource Propy

Resource Properties
Claim Types
Globkal Search

Global Resource Proper|

Object class:  Resource Pryg

Lok

Global Resource Property List

General General

Resource Properties

Extensions resources that a specific applica

MNarmne:

Description:

This is a global out of box resource property list that contains all resource pro|
that can be consumed by applications.

[[] Protect from accidental del
Resource Properties

Display Name

Company
Compliancy
Confidentiality

A resource property list is used to categorize resource properties, such as sho

tion requires.

Global Resource Property List

etion

Value Type Description
Single-valued...  The Company property sp...
Multi-valued C... The Compliancy property...

Ordered List The Confidentiality proper...

The Department property...

Department

Discoverabilitv

Single-valued...

Single-valued...  The Discoverabilitv proper...

o - Thi- i
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Vorbereitung auf dem Fileserver

e |[nstalliere auf LON-SVR1 den FSRM:

Add Roles and Features Wizard

e

Select server roles

Before You Begin
Installation Typ Roles
Server Szlection |4

4
Featurs

Confirmaztion

[v] Storage Services

I:l Hyper-¥
71 Network Policy and Access Services

Select one or more noles to install on the selected server.

¥ File And storage services (Installed)

File and i5CS1 Services (Installed)

[¥] File Server (Installed)

[ BranchCache far Network Files
[] Data Deduplication

[] DFS Mamespaces

[[] DFS Replication

File Server Resource Manage
[ File Server V55 Agent Service

[¥] iSCSI Target Server (Installed)

[] iscsI Target Storage Provider (VDS and WS¢

[] Server for NFS

alled)

DESTINATION SERVER
LOMN=-8VR1, Adsturm.com

Description

File Server Resource Manager helps
you manage and understand the
files and folders an a file server by
scheduling file management tasks
and storage reports, classifying files
and folders, configuring folder
quotas, and defining file screening

policies.

e Konfiguriere File-Klassifizierung auf dem Fileserver mit FSRM (ggf. gpupdate /force):

Es

File  &ction  Wiew Help

= | 7|7

File Server Resource Manager

% File Server Resource Manager (lon-swr’
b &5 Quota Management

¢ | Mame

Access-Denied Assi, Local

| Scope

| Usage

Folder Managerment

| Type
String

| Possible Walues

b 59 File Screening Management

Autharization, File ..,

Qrdered List

High, Moderate, Low

Authorization, File ...

Folder Management

Single Choice
String

Administration, Cus.

ﬂ Storage Reports Management P Confidentiality Glabal
4 [ Classification Managerment @ Department Glaobal
[=] Classification Properties = Folder Owner Ernail  Local
=] Classification Fules —
E] Folder Usage Local

Folder Management

Multiple Choice List  Application Files, Ba,

) File Managemment Tasks

Create Local Property...
Refresh

Set Folder Management Properties...

Wigwy

Help
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EB File Server Resource Manager
File  Action  View Help

2= File Server Resource Manager (lon-sur’
I é‘a CQuota Management
i =3 File Screening Managernent
ﬂ Storage Reports Managerment
a g Classification banagernent
[£] Classification Properties
_'ij Classification Rules
_ File Management Tasks

/| Rule Name

| Scope | Falder Usages

| Classificatian,.. | Props

General | Scope I Clazsification | Evaluation Type |

Rule name:

| get confidentizlity |

Description:

[+ Enabled

Create Classification Rule

[ |

|| &pplication Files

[ ] Group Files
[ ] User Files

Include all folders that store the following ki

| ] Backup and Archival Files

The following falders are included in this oo

General | Scope | Clazzification I E valuation Tupe |
Browse For Folder

Folder
C:\Docs

Select a folder

4 0 CH
L Docs
. Files
B inetpub
.. PerflLogs
. Prograrn Files
. Program Files (x86)

Folder: lor-swrl

Make MNew Faolder |

(8] 4

Set Faolder M anaqement Properties..

R emowve

Add...

Seite 7 von 17



\

WS IT-Solutions
Ummms 2014-07-09

Dynamic Access Control mit Windows Server 2012 & R2

Create Classificg

Paramneters

| Generall Scopel Classification | Evaluation T

File Server Resnnirce Mananer

Classification Parameters

=T

Clazzification method
Chooze a method to assign a property to

Specify the stings or regular expression pattemns to look for in the file or file properties.

| Content Clazzifisr Expression Type

|) | Shing

Searches for strings and regular expressid

* |Regular expression v

Froparty

Chaoze a property ta azzign to files:

[ Confidentialiy

Specify a value:

Expresszion

tinirmum
Oocunences

[ER
Occunences

Ingert
Remaowve

| High File name pattarn [optionall:

Mite: The assighed value might be camb |

important values provided by other classif

Paramneters
Thizs classification method requires additic

@ The classification rule assigns the property only if all expressions that you specify are found, Stings 4
not case sensitive unless you choose the StingCaseSensitive or RegularE #pression lwpes.

/v, Complex regular expressions can reduce classification speed and cotsume large amounts of memany
See MSDM for more information about reqular expressions.

v, To classify Microsoft Office files, before running the classification rule for the firsh time, we
recommend instaling the latest verzsion of the Microsoft Office Filker Pack.

Create Classification Rule

| General I Scope | Clazzification | Evaluation Type

bowx below,

[v] Re-evaluate existing property valuss

“When a conflict ocours between the new and the existing value:
(®) Ovenwrite the existing value

) Aggregate the values.

the values are combined. D ate-time, String, and Number properky

not prevent ather files from being classified.

By default, property values that have already been zet are ignored during
clazzification. To enable thiz rule to re-evaluate existing property values, check the

Fortes/Mao and Ordered List property tupes, the value with the higher
prionity iz selected. For Mult-Choice and Mulb-String property types,

types produce an ernor when different values are agaregated but do

Starte manuelle Klassifizierung:

File Server Resource Manager
ile  Action  Wiew Help

| == B =

U2 Classification Managerment
L:_J Classification Properties
1= Classification Rules

i File Managernent Tasks

& File Server Resource Manager (lon-sur| | | Rule Mame | Scope | Falder Usages | Classifica... | Propert... Propert... Actions
£5 Quota Management - o ) classificationiRl ]
a{? File Screening Management = Classification Rules [1 item] . .a55| Ication Rules
L Storage Reports Management i set confide.. C:\Docs Content C... Confide... High il Create Classification Rule...

Configure Classification Schedule ..,
Run Classification With 411 Rules M.,
Cancel Classification

@] Refresh
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e  Kontrolliere Klassifizierungsergebnis:

Docs

- 4 | v Cornputer » Local Disk (T » Docs W || | Search Docs

-

MNarme Date modified Type Size

[ Faworites

B Desktop | Doclitt 64287202 344 A0 Text Document TKB
& Downloads || Docdibt 62872012 344 AW Text Document TKE
"l Recentplaces | Doc3iet Bf2852012 344 Akd Text Document 1KE

= Libraries

W
S

Jiterns 1itern selected

States 7,?. Shared

19 beytes

x

Docl.txt - Notepad | = | &

File Edit Format Wiew Help

This is a secret document. e Galit (et Yiem

This i= a document.

Docl.txt Properties

Doc3.txt Properties

General | Classification | Security | Details | Previous Yersions an |

n 6.2 Datacel General | Classification | Security | Details | Previous Yersions

Name W alue
3. 4 Confidentiality High Name Value
& Department [none] 3
2. Department [none]
e  Konfiguriere das Department-Flag fiir den Ordner Research auf Lon-SVR1:

i | = | Local Disk (C:) -0 X
Home  Share  Wiew Research Properties -ﬂ'
(e) - » Computer » Local Disk (C: :|

T |"="' P (c General Sharing Security
‘| Recentplaces |~ Mame - Previous Yersions Custaomize Classification ~
o Dacs RENTE] Yalue
s Libraries Files 3 Confidertiality [none]
| Docurments . 3 Drepartment Rezearch
: ) inetpub -
@ Music
. Perflogs
| Pictures = . H]
) - Prograrm Files
E Yideos .
Prograrn Files (xB86)
) Rezearch
8 Computer
: StorageReports
iy Local Disk (C)
Allfiles (E:) Hsers
] ] Windaws Froperty: Department K s
10items 1item selected Value: -
Walue Description -
rarketing
. X ; Operations
Microsoft Windows NT version & Quality Contral
ch
Fesearch and Development
Sales =
Suppart
W
Ok | | Cancel | | Apply
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Erstelle zentrale Zugriffsregeln im Active Directory

e Erstelle zentrale Zugriffsregel fur die Department-Anforderung:
Create Central Access Rule: Rule_Department_Match Tasks v | [secions
GEnar| General
Resources - . ; i
A central access rule defines the assignment of permissions to resources that qualify the scope of the target resource. It is used to construct a central access
Permissions policy, which can be then be applied on a resource, such as a folder, after it is published.
Mame: Rule_Department_Match
Description:
Protect from accidental deletion
Target Resources
Target resources include a list of criteria to scope the resources. Click Edit to change the criteria.
(Resource.Cepartment Equals "Research") Edit...
Ly w Central Access Rule
Permissions Add a condition to specify the resource this Central Access Rule applies to and any additional restrictions that you want ta apply. If you
) & 5 any restrictions, this Central Access Rule will be applied to all resources,
) Use following g
This setting allg|
) tool to view the Resource v| |Department v| |Equa|s v| |Va|ue v| |Research v
® Use following g
This setting will
il Advanced Security Settings for Permissions — =00 e — = =
Permissions AN | | SECTICNS s |
For additional information, double-click a permission entry, To modify a permission entry, select the entry and click Edit (if available),
Permission entries:
construct a central access
Type Principal Access Condition Inherited from
52, Allow  OWNER RIGHTS Full Control MNene
9@_- Allow  SYSTEM Full Control Mone
82 Allow  Authenticated Users Read and Ex... (User.claim_company_department Equals "Research") MNone
| Permission Entry for Permissions
Principal:  Authenticated Users Select a principal
Type:! Allow v
Basic permissions
] Full Cantral
Add | | Rermowve | | E [] Modify
[ Read and Execute
[w Read
Wirite
This setting will grant Special permissions
Click Edit to define the pd
Type Princ
Allow OWN Add a condition to limit access, The principal will be granted the specified permissions only if conditions are met,
Allaw NTA
Al MT A |User V| |c|aim_c0mpany_departn V| |Equa|s V| ‘\u"alue v| |Research
I~ More Information Add a condition
e  Erstelle Regel fur vertrauliche Dokumente:
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Create Central Access Rule: Rule_Access_Confidential_Docs Tasks v | [ secTio
General General
Resources .. . . . .
A central access rule defines the assignment of permissions to resources that qualify the scope of the target resource. It is used to construct a central aced
Permissions policy, which can be then be applied on a resource, such as a folder, after it is published.
MName: Rule_Access_Confidential_Docs
Description:
Protect from accidental deletion
Target Resources
Target resources include a list of criteria to scope the resources. Click Edit to change the criteria.
(Resource.Confidentiality Equals High) Edit...
Permissions
O Use following permissions as proposed permissions
This setting allows you to audit the results of access requests to target resources without affecting the current system. Go to Event Viewer or other aug
tool to view the logs. Additional instructions to turn on the audit log for proposed permissions.
(@) Use following permissions as current permissions
This setting will grant access to target resources once the central access policy containing this rule is published.
Click Edit to define the permissions.
Type - Principal Access Condition E
Allow NT AUTHORIT... Modify (Member of ea...
Allow NT AUTHORIT...  Full Control
Aldlma CUAIMER BIRHTE Bl Smmtral
Permission Entry for Permissions \;‘i-
Principal:  Authenticated Users  Select a principal
Type: Allowy w
Basic permissions: Show advanced permissions
[] Full Cantral
[ Modify
[#] Read and Execute
[¥] Read
[ Wdrite
[ Special permissions
Clear all
Add a condition to limit access, The principal will be granted the specified permissions only if conditions are met.
| tanage grouping |
|User v| |Gr0up v| |Member of each v| |‘u’a|ue v| 1 item(s) selected v| | Add items | Remove
And - [ | hdanagers (RDATURYManagers) |
|Device v| |Gr0up v| |Member of each v| |\-falue v| |1 itern(z) selected v| | Add itermns | Remove
Add a condition 1
A |
Device v| |Gr0up v| |Member of each v| |\fa|ue v| 1 item(s) selected v| | Add itermns | Remove
\idd a condition [+ WES-Managers (ADATUMWAKS-Man..,
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e Ergebnis:

Central Access Rules (2)

EE Active Directory... <

== Filter o -'LE'HE:I - f:ﬁ:- -

ﬁﬂvemiew _

il Adatum (lacal) Name Permissions St..  Type Description
Current Cnly Central Ace...

[ | Dynamic Access Control B Rule_Access Confidental .
B rue _Department_Match Current Only Central Acc...

Central Access Rules
Resource Property Lists

Resource Properties

,D Global Search

Erstelle zentrale Zugriffsrichtlinien im Active Directory

Erstelle Richtlinie fir die vertraulichen Dokumente:

L]
Create Central Access Policy: Policy_Access_Confidential_Docs TASKS ¥ | [ SECTIONS ¥
General General 3]
Member R
A central access policy contains several central access rules that determine who has access to resources such as files and folder. The policy can be published and then
applied to a rescurce to control the access to that resource.
Mame: Palicy_Access_Confidential_Docs
Description:
Protect from accidental deletion
Member Central Access Rules ®(
MName - Permissions 5t...
Add...
Rule_Access Confidential ... Cument Onhy |:
Remove
e  Erstelle Richtlinie fir die Department-Anforderung
Create Central Access Policy: Policy_Department_Match Tasks v | [ secTions v
General | Generg)| ) (~)
Member R
A central access policy contains several central access rules that determine who has access to resources such as files and falder. The palicy can be published and then
applied to a resource to control the access to that resource.
MName: Palicy_Department_Match
Description:
Pratect from accidental deletian
Member Central Access Rules ®@
MName - Permissions 5t...
Rule_Department Match Current Only
Ergebnis:
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«« Dynamic Access Control » Central Access Poli

[ | Dynamic Accesz Control
Central Access Policies
Central Access Rules
Resource Property Lists

}3 Global Search

B Active Directory...

¢ | Central Access Policies (2)

Mame

B Policy_Access_Confidential...
! Policy_Department_Match

Je ® -
Type Description
Central Acc..

Central Acc...

e Veroffentliche die neuen Rich

tlinien mit einer GPO auf dem Fileserver:

I Group Policy Management

] S\:\ Forest: Adatum.com

a |54 Damains

a ’3’3 Adatum.com

i/ Default Domain Palicy
5] GPO_DAC_KDC_Support
&/ GPO_DAC Palicy
il GPO-CA
a/ GPO-ICMP
@/ Prohibit Desktop Background
sz Prohibit Registry Toals
=] DA

2| Development

2| Damain Contrallers

=T

3 Managers

2| Marketing

o Research

b T W T TT T T T
&l

[ = Group Policy Objects
[ Default Damain Contrallel
= Default Domain Policy
[ GPO_DAC_KDC_Support
5[ GPO_DAC Policy
L GPO-CA,
Ef GPO-ICMP
L[ Prohibit Desktop Backgroy
=] Prohibit Registry Tools
b L WMI Filters
I _E Starter GPOs
b (3 Sites
! Group Policy Maodeling

GPO_DAC_Policy
| Scope I Delails| Settings | Delegation I Status |

Windows Settings
Security Settings
Central A
Applied Central Access Policies
Palicy_Access Confidential Docs
Pelicy_Department_Match

Policy Confi "

Administrative Templates

Policy defi (ADMX files) ret

d from the local

Cueteard A

Denied Assist:

Policy
Customize message for Access Denied
enors

Setting
Enabled

Enable users to request assistance
Add the following text to the end of the email;
Email recipients:
Folder owner
File server administrator
Additional recipients:
Email settings:
Include device claims
Include user claims
Leg emails in Application and Services event log
Policy
Enable access-denied assistance on

Setting
Enabled

[ Group Policy Results

client for all file types

Display the following message to users who are denied access:

Hier gibt es nichts zu sehen <)
Enabled

Enabled
Enabled

Enabled
Enabled

Comment

43

2

E
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Konfiguriere Zugriffsrichtlinien auf den Freigabeordnern:

e Konfiguriere Zugriff fur vertrauliche Dokumente:

W P [ EE T

[T‘- = Local Disk (C:) = | =] =
) Hame Share e 0
- 1 ||=u v Computer » Local Disk {(C:) v O | Search Lacal Disk (C:) » |
=l Recentplaces |~ Mame * Date rmodified Type Size b
5 Libraries . Docs 9/15/202 5:44 Ak File folder

ri

Daocs Properties

Advanced Security Settings for Docs

| Previous Wersions I Custarize | Clagsificatio
| General | Sharing | Security Marne: Ci\Docs
Object name:  C:\Does Crniner: Administrators (LON-SVRT\Administrators) ® Change
[Group o User names: | Permissions Share Auditing | Effective Access | Central Policy
"I!.EVEU‘U”B |DoIicy_Access_Conf\dentiaI_Docs V| Change
52, 5YSTEM

?; Administrator

> . - Description:
‘ﬁdAdmlmstrators [LON-5VR1 \Adminiztratars]

The following Central Access Rules apply:

To change permissions, click Edit. Edit.. Rule_Access_Confidential Docs
Applies to;
Pemizzions for Evergone Aillow Deny . .
(Resource,Confidentiality Equals High)
Full control v
Madify v Perrmission entries:
Fead & enecute v .
Lizt folder comtents v Type Principz! Aecess
Fead v ‘_‘& Allow OMYMER RIGHTS Full cantral
it v @ Bllow SYSTEM Full cantral
Special pemmissions . . X
82 Al Authenticated Users Madify
F?'ETJEI per;ﬁissions or advanced settings. Advanced Condition: (Member of each{{Managers (ADATUMManagers)}) And Member of each({WES-Managers
chek Advanced, (ADATUNYWES-Managersi i
e Konfiguriere Zugriff fir das Department Research:
s[4 Local Disk (C:) = = =
Home Share “iews 0
> 1 |u v Computer » Local Disk (C - 7 7 .
Advanced Security Settings for Research
=l Recent places - MNarme
p Files (xBg
. . = rogram Files (x Mame: C:\Research
i Libraries - Research
3 Docurments StorageReports Crnemer: Administraters (LON-5VR1\Administrators) ) Change
-., Mlusic Users Resource P
| Pirture o
Research Properties | Permissions Share Auditing | Effective Access | Central Palicy
|PDIicy_Department_Match v| Change
Previous Versions I Cuztomize | Classificatif
General I Sharing | Security Description:
Dbject name:  C:\Pesearch The following Central Access Rules apply:
Group of user names: Rule_Department_Match
52 Everyone .
Applies to;
52, 5vsTEM PE
2 Administator (Resource.Department Equals "Research™)
‘_’;?JAdministrators [LOM-5VR14Administrators) - .
Permission entries:
Type Principal Access
Ta change permissions, click Edi. i, Allow OWYMER RIGHTS Full cantral
Permissions for Everyone Allow Deny =Y Allow SYSTEM Full cantral
Full contral v a2, Allow Authenticated Users hodify
W odify v Condition: (User.claim_company_department Equals "Research”)
Read & execute v
List folder contents v Cancel
Read v
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Testphase

Test fir die Department-Anforderung

e  Zugriff von Aiden (Department = Managers) auf \\lon-svrl\research (Client ist dabei egal):

5o "20417B-LON-CL1" auf "CLT-102" - Verbindung mit virtuellen Com

Datei  A&ktion  Medien  Zwischenablage  Ansicht 7

80 ® @0

mnivies S

. | = | lon-svri

“ Home Share View
(—I I-) » 1 M Network » lon-swrl v X
[ Favorites Docs Files
Bl Desktop - Share - Share
& Downleads
“| Recent places Research
- Share
= Libraries
:| Documents
—.. Music
. Network Access
k= Pictures
Vid = .
B videos .:8:. There's a problem accessing \\lon-svr1\Research
8 Computer Hier gibt es nichts zu sehen :-)
€ MNetwork = Request Assistance

e  Zugriff von Allie (Department = Research) auf \\lon-svr1\research (Client ist dabei egal)

0t "20417B-LON-CL2" auf "CLT-102" - Verbindung mit virtuellen Com)|

Datei  Aktion Medien Zwischenablage Ansicht 7

FO@®OO NIk S

Research
Share View
. r Metwork » lon-svrl » Research v G
-

[ Favorites Mame TyR
B Desktop . Doc4 Tex
4. Downloads = Docd Tex
°| Recent places .ﬂ'ﬂ Proposall Rick
8 proposal2 6/28/2012 3:45 AM  Rict

- Libraries

Test fur die vertraulichen Dokumente

e  Zugriff von Aiden (Department = Managers) auf \\lon-svri\docs von lon-cl1 (in Gruppe WKS-Managers):
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L o | Docs
| e [
:(':' = T . ¢ Metwork » lon-swrl » Docs vle
-
- : Mame Date modified
- Favortes
B Desktop ] Docl
4 Downloads | Doc2
°| Recent places || Doc3

E Docl - Notepad
File Edit Format View Help

Fhis is a secret document.

e Zugriff von Aiden (Department = Managers) auf \\lon-svr1\docs von lon-cl2 (kein Manager-PC):

£ | = | Docs
“ Home Share View
:(-:. * T L » Network » lon-swrl » Docs W Sear
* -
‘v Favorites MName Date modified Type
B Desktop = Doc3 6/28/2012 3:44 AM  Text Doc

4 Downloads
| Recent places

| Doc3 - Notepad
w Libraries|| File  Edit  Format View Help

J_- Docu This is a document.
@' Music

| Picture

e  Zugriff von Allie (Department = Research) auf \\lon-svr1\docs von lon-cl1 (in Gruppe WKS-Managers):

<+ M Docs
“ Home Share Wiew
:(':' * P L » Metwork ¢ lon-svrl » Docs v
* -
r Favorites Mame Date modified Ty
B Desktop =] Doc3 6/28/2012 3:44 AM T4
4 Downloads

|| Recent pl
ecent places = Doc3 - Notepa

hpari File Edit Format View Help
= Libraries
=) Documents T[his is a document.

@' Music
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Zugriff von Allie (Department = Research) auf \\lon-svri\docs von lon-cl2 (kein Manager-PC):

d-'|_—u3.='

)
"xf:__/' - T &

- Favorites
B Desktop
4. Downloads

£l Recent places

1 Libraries
3 Documents
J’. Music

Iy

WView
r MNetwork » lon-svrl » Docs v &
Marne Date modified Ty
=) Doc3 6/28/2012 3:44 AM TH
E Doc3 - Notep.

File Edit Format View Help

This is a document.
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