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1) Szenario

Beschreibung

In der Firma Adatum soll ein AD-RMS installiert werden, damit die Mitarbeiter ihre Dokumente mit Office 2010
benutzerdefiniert intern schiitzen kénnen.

Zusatzlich soll ein AD-RMS-Vertrauen zur Gesamtstruktur der Firma Treyresearch hergestellt werden, damit deren Benutzer

Dokumente aus Adatum verwenden kénnen.
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Netzwerkplan:

FIER

172.16.0. 0/16

<

LON-D1.adatum.com LON-SVR1.adatum.com LON-CLl.adatum.com MUN-DCl1.treyresearch.net MUN-CL1.treyresearch.net
DC,GC,DNS FS,(RMS, 1IS) 172.16.0.50/16 DC,GC,DNS,RMS, IS 172.16.10.50/16
172.16.0.10/24 172.16.0.21/16 172.16.10.10/16

2) Vorbereitungen im Active Directory und DNS

Vorbereitung im Active Directory

e Baue neue Organisationseinheit (zur Ubersichtlichkeit)

e Baue fiur den Service des RMS-Servers einen neuen AD-Benutzer adatum\service-rms. Dies muss ein normaler
Domédnenbenutzer ohne besondere Rechte sein.

e Baue 2 neue AD-Gruppen mit konfigurierter Mailadresse:

E Active Directory Users and Computers = | =] =2
File  Action Wiew Help
I ER IR EEEES PaEvads
[ Active Directary Users and Com|| Mame Type Description E-Mail Address
b [ Saved Queries 82, GG-Executives Security Group.. executives@adaturm.com
4 G Adaturn.com B2, GG-RMS-Admins Security Group... RMS-&dmins @adatum.com
:g AD-RMS-Objekte ?_; service-adrms User
I+ | Builtin
b I Computers GG-Executives Properties X GG-RMS-Admins Properties
I 21 Development
I :g Damain Controllers General| Members | Member O I Managed By | General | Members | Member Of | Managed By
> | ForeignSecurityPrincipal
b ET Members: Members:
p 7] Managed Service Accoun Mame Active Directory Domain Services Folder Mame Active Directory Domain Services Folder
b 51 Managers S,Aidan Delaney  Adatum.com/Managers
b 5] Marketing 3, Bill b alome Adaturn. com/M anagers
I = Research
b 3 Sales
B Users
< m >
Add.. Remove " Add... Remove
I
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Konfiguration im DNS

e  Erstelle einen Host-A-Record auf den neuen AD-RMS-Server:

DMS Marne Type Data Timestarnp

g LoN-DCI [2] _msdcs
I» Global Logs S sites
4 || Forward Lookup Zanes | tep
b E‘J _rnsdesAdaturm.carm I _udp
4 & A!;iatum.com | DomainDnsZones
b —:J _nﬁsdcs | ForestDnsZones
b __I ~sites a (sarme as parent folder) Start of Authority (S04) [60], lon-dcl.adaturn.com..,  static
[[: j _Ecdpp a (sarme as parent folder) Marme Server (ME) lon-dcl.adaturn.com, static
b B EJomainDnsZones a {same as parent folder) Haost (&) 172,168,010 0724,2013 2:00:00 Av
b ] ForestDnsZones QLON—CH Hast (23 172.16.050 9/15/2012 E:00:00 Ahd
b [ Reverse Laokup Zanes ELoN-cLz Hast (23 172.16.051 9/15/2012 E:00:00 Ahd
b 5 Trust Paints alon-dc'l Host (8 17216010 static
b ] Conditional Fomvarders QLON—Host‘I Host (A 172.16.030 0/15/2012 5:00:00 AkA
QLON—S\!N Hast (8 17216021 9/13/2012 720000 P
QLON—SVRE Hast (23 17216.0.2¢ 9/14/2012 T:00:00 Ahd
QLON-S\EM Host (8 172.16.0.23 07472012 F:00:00 Akd
QLON—SVF‘A Host (A 172.16.0.24 01472012 720000 Akd
QTOR—DC‘I Host (A 172.16.0.25 052672012 1:00:00 PM
%adrms Hast (&) 17216021

3) Installation und Konfiguration des AD RMS

Installation der Rolle

e Installiere (iber dem Servermanager von LON-DC1 auf LON-SVR1 die Rolle AD-RMS:

—1 AUU RIS dliu Fedlunes vwiZaiu
DESTINATION SERVER
Select server roles LON-SVR1 Adstum carm
X
Select one or more roles to install on the selected server, - .
[ Add Roles and Features Wizard
Roles
Directory Certificate Services | Add features that are required for Active Directory

Rights Management Services?

You cannot install Active Directory Rights Management Services
unless the following role services or features are also installed.

4 NET Framework 4.5 Features -
4 WCF Services
HTTP Activation

4 Remote Server Administration Tools

4 Role Administration Tools
[Tools] Active Directory Rights Management Services Te
a4 Web Server (115)
4 Web Server

< " | >

Include management tools {if applicable)

|Md Features| | Cancel |
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DESTIMATION SERVER

Select role services TR e

Before You Begin Select the role services to install for Active Directory Rights Management Services

Installation Type Role services Description
Server Selection Actn:le D[re:ct:jr).I Rights Management
Server Roles s —— Services (AD RMS) helps you protect
L] Identity Federation Support information from unauthorized use,
Features AD RMS establishes the identity of
AD RMS users and provides authorized users
with licenses for protected
Role Services information.

Confirmation

< Previous | | Mext = Install

Konfiguration der Rolle

e Wahle im Servermanager den Konfigurationsassistenten aus:

nager * All Servers

mm SERVERS 1. Post-deployment Configuration

All servers | 2 total L 1
Configuration required for Active Directory Rights

Filter yel {:53- - {@} - Management Services at LON-SVR1
Perform additional configuration.
Server‘Name IPv4 Address Manageability Last Update
Task Details
LON-DCT 172.16.0.10 Cnline - Performance counters not started  9/24/2013 9:49:2

LON-SVR1 131.107.0.21,172.16.0.21 Online - Performance counters not started 9/24/2013 9:4%19 AM Not activated

e Anmeldedaten angeben:
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TARGET SERVER
LON-5VR1.Adatum.com

Active Directory Rights Management Services

AD RMS Cluster

Active Directory Rights Management Services (AD RMS) is an information protection technology
that can be integrated with other applications to help safeguard digital information from
unauthorized use. With AD RMS, content owners can take steps to define who can open, madify,
print, forward, or take other acticns with the information they choose to protect. Organizations
can also use AD RMS to create rights policy templates for applying rights restrictions directly to
customer data to help ensure their confidentiality.

Specify the credentials for configuring AD RMS. The account that you specify must be a domain
user who is a member of the local Administrators group on the server where you are installing,
updating, or uninstalling AD RMS, and it must have sysadmin permissions on the server that
hosts the configuration database for the cluster.

Credentials:

ADATUM\administrator

Mare about deploying AD RMS

< Previous | | Next > | | Install | | Cancel

Erstelle neuen AD-RMS-Cluster:

TARGET SERVER

AD RMS Cluster LON-SVR1.Adatum.com

Create or Join an AD RMS Cluster

Configuration Database AD RMS supports two types of clusters: a root cluster for certification and licensing and a
licensing-enly cluster. To deploy AD RMS, you must first set up a root cluster in the forest. You
can then set up one or more licensing-only clusters in the same forest, depending on your needs.

@ Create a new AD RMS root cluster

() Join an existing AD RMS cluster

More about AD RMS clusters

<Previous | [ MNext> | | nstall || Cancel

Erstelle neue Windows-Internal-Database (besser ware fiir die Verfiigbarkeit und auch fiir die Skalierbarkeit der RMS-

Server eine SQL-Instanz. Diese sollte auch selbst verfligbar sein (SQL-Cluster/AlwaysOn):
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AD RMS
AD RMS Cluster

Service Account

Configuration Database

TARGET SERVER
LON-5VR1.Adatum.com

Select Configuration Database Server

Your AD RMS cluster uses a database to store configuration and pelicy information. The database
can be hosted either by Windows Internal Database or on a separate SOL database server
(recommended). If you choose Windows Internal Database, you cannot add more AD RMS
servers to this cluster. You can specify the SQL database server by selecting it from a list, or you
can type its name or CNAME alias (recommended).

() Specify a database server and a database instance.

Server:

Database Instance:
| 2| ——

®) Use Windows Internal Database on this server

More about the AD RMS configuration database

[ <previous | [ Next> | | instal | [ cancel

e Ubergib den Service-Benutzer (Standard-AD-Benutzer ohne zusatzliche Rechte!):
S 5 A TARGET SERVER
ervice Account LON-SVR1.Adatum.com
AD RMS Specify Service Account
AD RMS Cluster
Configuration Database The AD RMS cluster requires a domain user account so that it can communicate with other
services and network computers, Specify a standard domain user account with ne additional
permissions.
Cryptographic Mode
Cluster Key Storage Domain User Account:
Cluster Key Password ADATUM\service-adrms [ Specify.. |
More about the AD RMS service account
<Previous | [ Next> | | nstall || Cancel
e Wahle den Kryprografiemodus aus:
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TARGET SERVER

Cryptographic Mode LON-SVR1.Adatum.com

AD RMS Specify Cryptographic Made
AD RMS Cluster
Configuration Database AD RMS can operate under twe modes which differ an the basis of the cryptographic key length
. and the strength of signature hashes, Cryptographic mode 2 is recommended for new cluster
2Ervice Account deployments where you have ensured that all AD RMS client computers have been updated to
support it. As cryptographic mode 2 cannet be undone, if you are unsure of full support within
this cluster or any other clusters that it will share a trusted user domain (TUD) relationship with,
Cluster Key storage select cryptographic mode 1 instead.

Cluster Key Fassword

®) Cryptographic Mode 2 (RSA 2048-bit keys/SHA-256 hashes)

() Cryptographic Mode 1 (RSA 1024-bit keys/SHA-1 hashes)

Maore about the AD RMS cryptographic mode

<Previous | [ MNext> | | nstal || Cancel

e  Wahle Schliusselspeicherlayout:

TARGET SERVER
Cluster Key Storage LON-SVR1.Adatum.com

AD RMS Specify AD RMS Cluster Key Storage
AD RMS Cluster

Configuration Databasa An AD RMS cluster uses the AD RMS cluster key to sign certificates and licenses that the cluster
issues, The cluster key is required for disaster recovery and when additional AD RMS servers are
joined to the cluster, You can allow AD RMS to encrypt and store the key, or you can store the
Cryptographic Mode key by using a cryptographic service provider (CSP). If the cluster key is stored in a CSP, you must
manually distribute the key to servers that join the cluster later,

Service Account

Cluster Key Password ®) Use AD RMS centrally managed key storage

() Use CSP key storage

Mare about cluster key storage

<Previous | [ Nest> | | nstal | [ Cancel

e Angabe des symmetrischen Schlissels, der den Schliisselspeicher schiitzt:
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TARGET SERVER
Cluster Key Password LON-SVR1.Adatum.com

AD RMS Specify AD RMS Cluster Key Password
AD RMS Cluster

Configuration Database AD RMS5 uses the cluster key password to encrypt the cluster key. To join other AD RMS servers
. to this cluster or to restore the cluster from backup, you must be able to supply this passwaord.
service Account AD RMS dees not store this password and cannet recover it if it is lost, so you should keep itin a

Cryptographic Mode secure place,

Cluster Key Storage

Password:

- L1211 11]]
Cluster Web Site
Confirm Password:

Maore about cluster key storage

<Previous | [ Net> | | nstal | [ cancel

e Angabe der Cluster-Website:

. TARGET SERVER
Cluster Web Site LON-SVRI.Adatum.com

AD RM3 Select AD RMS Cluster Web Site
AD RM5 Cluster

Configuration Database AD RMS5 is hosted in an Internet Information Services (I15) virtual directory, which is set up on one

of the existing Web sites on this server,
Service Account

Cryptegraphic Mode Select a Web site for the virtual directory:

Cluster Key Storage

Default Web Site

Cluster Key Password

Cluster Adgress

Maore about the cluster web site

<Previous | [ Net> | | nstal | [ cancel

e Definiere den Zugriff auf die Clusterwebsite:
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AD RMS Cluster
Configuration Data...
Service Account
Cryptographic Mods
Cluster Key Storage
Cluster Key Password
Cluster Web Site

Licensor Certificate

SCP Registration

Confirmation

TARGET SERVER

Cluster Address LON-SVR1Adatum.com

| My You cannot use an unencrypted connection if you want to add Identity Federation Support. X
AD RMS -~ Specify Cluster Address

A cluster address makes it possible for AD RMS clients to communicate with this cluster over the
network, We recommend that you configure AD RMS to use the Secure Sockets Layer (S5L)
protocel to encrypt network traffic between AD RMS clients and this cluster. You must use an
S5L-encrypted connection if you intend to federate this cluster.

Connection Type:

() Use an 55L-encrypted connection (hitps:/)
@) Use an unencrypted connection (hitp://)

Fully-Qualified Domain Mame: Port:
hittps// adnﬂs.adatum.md 80

o You cannot change this addrass or port number after AD RMS is installed and configured.

More about the cluster web site

| < Previous | | Next » | | Install | | Cancel

Licensor Certificate

AD RM5

AD RMS Cluster
Configuration Database
Service Account
Cryptographic Mode
Cluster Key Storage

Cluster Key Password
Cluster Web Site
Cluster Address

SCP Registration

Confirmation

Definiere den Anzeigenamen des Stammzertifikates:

TARGET SERVER
LON-5VR1.Adatum.com

Name the Server Licensor Certificate

AD RMS creates a server licensor certificate that establishes the identity of this AD RMS cluster to
clients. Because of the significance of this certificate, we recommend that you make a backup of
this certificate to safeguard your deployment and improve disaster recovery efforts in the event
af hardware failure or loss of the AD RMS database server,

Marme:
Adatum AD-RMY

< Previous | | Mext = | | Install | | Cancel

e Die Konfiguration des Service-Connection-Points kann vom Assistenten vorgenommen werden:
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SCP Registration

AD RM5

AD RMS Cluster
Configuration Database
Service Account
Cryptographic Mode
Cluster Key Storage
Cluster Key Password
Cluster Web Site
Cluster Address

Licensor Certificate

Confirmation

Start der Konfiguration:

Confirmation

AD RM5

AD RMS Cluster
Configuration Database
Service Account
Cryptographic Mode
Cluster Key Storage
Cluster Key Password
Cluster Web Site
Cluster Address

Licensor Certificate

SCP Registration

LON-5VR1.Adatum.com

Register AD RMS Service Connection Point

The AD RMS service connection point (SCP) can be registered in Active Directory Domain Services

(AD DS) when an AD RMS cluster is created. The SCP provides clients with intranet URLs for the

AD RMS cluster.

To register the service connection point (SCP) now, you must be a member of the Enterprise
Admins group. If you are not 2 member of the Enterprise Admins group, you must have a
member of the Enterprise Admins group register the SCP after you finish installing AD RMS,
Clients cannot access this AD RMS cluster until its SCP is registered.

®) Register the SCP now

() Register the SCP later

Mare about SCP registraticn

<Previous | [ Nest> | | nstal | [ Cancel

TARGET SERVER
LON-SVR1.Adatum.com

Confirm Installation Selections

Te install the following roles, role services, or features, click Install.

Active Directory Rights Management Services

Cluster Type:

Database Server:

Service Account:
Cryptographic Mode:
Cluster Key Storage:
Cluster Web Site:

Cluster Internal Address:
Licensor Certificate Name:
Register SCP:

Abschluss der Konfiguration:

Root cluster

Windows Internal Database
ADATUM\service-adrms

Cryptographic Made 2

AD RMS centrally managed key storage
Default Web Site
http:/fadrms.adatum.com/

Adatum AD-RMS

Register Now

<Previous || Net> | [ nstall | [ Cancel
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Installation Results

The following roles, role services, or features were installed successfully:
0 Active Directory Rights Management Services

* Before you can administer AD RMS on this server, you must log off and log on again.

The following role services were installed:

Active Directory Rights Management Server

Troubleshooting AD RMS setup

| < Previous | | Next = | | Close | | Cancel |

e Konfiguriere den anonymen Zugriff auf das Verzeichnis _wmcs der Cluster-Website im IIS auf LON-SVR1:

@ » LOM-SWR1 » Sites » Default'feb Site » _wmcs

File  “iew Help

Authentication

Disable
H &g St Page Group by: Mo Grouping = o
A--‘i LON-SVR1 (ADATUM Adrmin = 0 T
: @ Application Pools MHame Status Response Type P
4.[8] Sites | Anonymous Authentication Enabled | Online Help

4 & Default Web Site ASP.MET Impersonation Disabled
3 @ _uirncs Basic Authentication Disahled HTTP 401 Challenge
I @ AdatumTestipp Digest Authentication Disahled HTTP 401 Challenge
[ aspnet_client Forms futhentication Disabled HTTP 302 Login/Redirect
Windows Authentication Enabled HTTP 401 Challenge

e Abmelden und wieder als Administrator anmelden.

Konfiguration der Administratorengruppe fir RMS

e  Starte AD-RMS-Managementkonsole
e Andere die Administratorenkonfiguration:
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Action  Wiew  Help

| File

= 7|

Active Directory Rights Manag
4 ﬁ lon-surl (Local)
I E‘i Trust Policies
] Rights Palicy Template
ﬁl’ Rights Account Certific
I é Exclusion Palicies
a 5 Security Policies
& Super Users
?k Cluster Key Passwo
ﬁ Decornrissioning

Super Users
% The administration for Super Users,

I Actions

Enable Super Users
Wiew 4

b = Reports k . .
this AD RMS cluster, This allows thern to decrypt all AD RMS-protected content published by the cluster,
Itis recorrmended thatyou keep this feature disabled and enable it only when required.
@ Super user access is currently turned off,
(<] 1] [>]

x Super users is disabled.

!uper HSE[’S -

@ Refresh

ﬂ Help

kembers of the super users group are granted owner use licenses when they request a use license from

Konfiguriere die Administratorengruppe:

Action  View  Help

» =l H
wchive Directory Rights Manag
E lon-swrl {Local)
> 3 Trust Palicies
@ Rights Policy Ternplate
ﬁ Rights Account Certific

& The administration for Super Users,

> H_-% Exclusion Policies
4 58 Security Palicies
& Super Users
% Cluster Key Passuo
ﬁ Decommissioning
s> 2l Reports

ﬂ Super users is enabled.

Lper Vsars

Super Uzer Group

tembers of the super users group are granted owner use |
this AD RMS cluster, This allows thern to decrypt all A0 R

It is recommended thatyou keep this feature disabled and
Mot set

Super user group:

n Change super user group

Specify the super user group name in the format groupi@domain. co
group that you specify must be an Active Directory Domain Service
dizgtribution group that has an e-mail name that exactly matches the
name.

Super user group:
RMS-Admins{@adatum. com

” Browse...

] | | Cancel | | Apply | ’
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4) Konfiguration der RMS-Vorlagen
Freigaben fir AD-RMS

Konfiguration einer neuen Vorlage fir die Benutzerrechterichtlinien

Erstelle Freigaben auf LON-SVR1:

New—Item'C:\RHS—Temp1atE5 -ItemType Directory

Mew-5mbShare -Name RMS-Templates -Path C:“RM5-Templates -FullAccess adatum'service-adrms

Mew-Item C:%Dokumente -ItemType Directory

New-5SmbShare -Name Dokumente -Path C:'Dokumente -FullAccess everyone

Mew-Item C:“Ewport -ItemType Directory

Mew-SmbShare -MName Export -Path C:%Export -FullAccess everyone

Erstelle eine neue Vorlage in der Management-Konsole:

File Action Wiew Help

e = H

B

a Active Directory Rights Manag . o 0 0 _ :
4 58 lon-sr1 (Local Distributed Rights Policy Templates
b Trust Policies J| Create, view and madify distributed rights policy templates for this cluster.
E Rights Policy Ternplate
ﬁ Rights Account Certific
I H:% Exclusion Palicies
4 [5h Security Policies Ells!rllgu!ea !IQH!S !o ||cy !empla!e n!orma!lon -
Ea Super Users
?% Cluster Key Passwa Acrights policy ternplate defines the rules and conditions applied to content protected by using the
ﬁ Decommissioning template,
b Reports To create a new distributed template, click Create Distributed Rights Policy Template in the Actions
pane, To archive a distributed rights policy ternplate, select the ternplate and then click &rchive this
Rights Palicy Ternplate,
Ternplates file location: Mot set
~  Narne Created Date
< m
< mn >

| Actions

®  Manage Distribut...

Manage Archived..

Wiewr 3
@ Refresh
Properties
Help
Ackslectedlilemutnsy

;ﬁ Create Distributed..,
jg Archive this Right...
3 copy

@ Wiew Rights Sum...

ﬂ Help
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e Definiere neue Identifizierungsinformation:
Create Distributed Rights Policy Template ? 2
Add Template |dentification Information
1. Add Template ldentfica... Eighf_tS PC'"tCl;.'r_' l?mpl‘?t?sl Cjadn 1 Select the language that the template will support and then type a Mame and
. onfigure thiz template’s ide Description of the template to be displayed to users of that language.
2. Add User Rights supported on your client co b b R B
3. Specify Expiration Policy i o | emaEE:
Template identification quage: | Deutsch [Deutschland)
4. Specify Extended Policy N
amer
5. Specify Revocation Pal... LEGars L= |HeaanI_l,J
Description:
schreibgeschiitzter Zugriff - Kein Druck oder Kopiel
add | | Cance
Copy
Wfiens R
Badl || Edt || Remowe Help
< Previouz | | Mext > | | Fikizh | | Cancel
e Wahle die Rechte zu den Identitdten aus:

Add User Rights

1. Add Template [dentifiza...
2. Add Uszer Rights
3. Specify Expiration Palicy

4. Specify Extended Policy
5. Specify Bevocation Pal.

Specify which users and groupz have rights to work with content protected
uzing thiz template. Same rights are not uzed it comman RMS-enabled

applications.

|Jzers and rights

adaturn. com

Add...

Femave...

Rightz for executives@adatum com:

Full Contral
Wi

Edit

Save

Ewport [Save as]

[w]>

OO0®d

| Create Custom Right...

| | Drelete Custom Right... |

[w] Grant owner [author] full control right with no expiration

Rights request LRL: |

< Previous || et > | | Finizh | | Cancel
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e Konfiguriere den Ablauf der Zugriffslizenz und den Inhaltsablauf:

Create Distributed Rights Policy Template

Specify Expiration Palicy

1. Add Template |dentifica...
2. Add Uszer Rights
3. Specify Expiration Policy

Specify expiration conditions for content pratected uzsing this template. 1f the
cohtent expires, it must be republished if the information zbill needs to be
available. If the uze license expires or iz not cached, the user must connect
to the A0 RMS cluster to obtain & new licensze to open the content.

Content expiration

() Mever expires

|:_:| EHDi[ES on the follnwing date /25,2013 12:00 2hd )

~

(® Expires after the following duration [days) |7 z
Jge licensze expiration
E wpires after the following duration [days). |7 2
| < Prewvious | | MHext | | Firizh | | Canicel

Erzwinge das Abrufen von Lizenzinformationen bei jeder Verwendung:

Create Distributed Rights Policy Template

Specify Extended Policy

1. &dd Template [dentifica...
2. Add Uzer Rights

3. Specify Expiration Policy
4. Specify Extended Palicy

Specify additional conditions for content protected uging this template,

[] Enable users ta view pratected content using a browser add-on

Require a new uze licenze every time content is consumed [disabla
client-side caching]

If you would like to specify additional infarmation faor your AD

1 HMS-enabIed application, you can specify then here as name-value
pairs

b amne *alue

< Previouz || Mest » | | Finizh

| | Cancel
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Specify Revocation Palicy

1. Add Template [dentifica...

2. Add User Rights
3. Specify Expiration Policy
4. Specify Extended Palicy

b. Specify Revocation Pal...

Specify whether content protected uging this template may be revoled,
Rewvocation denies permizzion bo open such content bazed on various
factors [such az content ID, users, or applications).

[ Require revacation

The URL af the lacation where the revocation list is publizhed:
gt |

Refrezh interval for revocation list [daps]:

File containing public key conmezponding to the signed revocation list:

” Browsze. .. |

| < Previous || Mewt > | | Firizh

| | Cancel

Veroffentlichung der Vorlage in der neuen Freigabe:

Active Directory Rights Management Services

Action Wiew  Help

v 2| B

tive Directory Rights Manag
lon-swrl (Local)
5 Trust Palicies
] Rights Palicy Template
ﬁ? Rights Account Certific

Distributed Rights Policy Templates

Create, view and modify distributed rights [
this cluster,

Templates File Location

5 Exclusion Policies
154 Security Policies

& Super Users
% Cluster Key Passuo

ﬁ Decarmmmissioning

L TS PO, T s O S g

o v
select the termplate and then click Archive this Rights Paolic

Templates file

location.

Mot set

Specify a file lacation for storing copies of this cluster's rights policy
templates. Templates fram the canfiguration database are mirared ta this

This location must be available to the administrator who distributes these
templates to client machines and the path must be in UMC format.

:IE=:| Reports Current templates file location:
- Created Date |Not ot
2] ReadOnly /2572013
[ Enable expart
Specify templates file location [UMC):
|\\|Un-sw1 “FikS-Templates] ” Browse...
<] m
EY Create distributed rights policy ternplate
n Manage archived rights policy terplates
n Change distributed rights policy templates file locatio K, | | Cancel ‘ | Apply | | Help

Konfiguration der Sperrliste fiir ungiiltige Zertifikate (durch die Begrenzung auf 7 Tage wird diese hier nicht benétigt):
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Konfiguration einer Ausschlussrichtlinie

Aktivierung des Anwendungsausschlusses:

File  Action View Help
e 7| H
i.:?. Active Directory Rights Manag o o 8 Actions
4 8 lon-surl (Local Application Exclusion
I ,l__i Trust Palicies n . : -
] Rights Policy Temslate Enaplg appl\cgt\on exclusion Fo prevent certain applications from 0
a4 . receiving use licenses from this cluster. o
ET Rights &ccount Certific & Exclude &pplication,..
4 |55 Exclusion Policies "
2 Users ¥ Application exclusion is disabled ieus 4
$¢ Applications |G Refresh
) * Lo_ckbOX_ _ !pp |ra!|on Eclusmn |n!orma!lon - H Help
a 5 Security Policies
Sa Super Users The Application Exclusion list defines which applications are not trusted by this
% Cluster Key Passwo cluster, A.pplicatinns are gxc\yded by application e*ecutahle harne a.nd l.Jy wersion
ﬁ o o range, Click Exclude application to add an application to the exclusion list, Select
E ELommEsianing an excluded application from the list to delete it frorm the exclusion list or to view
b =l Reports its properties,
@ The list of excluded applications is not available when application exclusion is
disabled.
< n [>]
Nehme Powerpoint aus RMS raus:
= 72 T F = -|o| x
ot 1 Active Directory Rights Management Services

File  Action  ‘iew Help

? Add application to be excluded

x Disable Application Exclusion

Exclude &pplication...

add application to be excl Ertter the application file name along with the version range to be

=
excluded. Both the minimum and maximum versions are required and View ’
must have a four-number, period-delimited format, for example, 1.2.0.0°, If @ Refresh
the application versioning scheme uses fewer than faur numbers, append
a penod and a zero 0] as required. For example. *1.2" would be entered E

Hel
as™1.200 e

binirnumn wersior: 14.0.0.0
M awimum version 16.0.0.0

| < Previous H Mest » | | Firigh | | Cancel ‘

—
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5) Implementation der Vertrauensrichtlinien

Exportieren der Vertrauensrichtlinie

e Exportiere die Doméanen-Vertrauensrichtlinie in die Export-Freigabe:

File

Action  View  Help

.

| #| B

Active Directory Rights Manag
A ﬁ lon-svrl (Local)

4[5} Trust Palicies
E Trusted User Dorma
é Trusted Publishing
,E Rights Policy Template
93 Rights Account Certific
4 ‘1:% Exclusion Policies
i Users
[=7 Applications
ﬂ Lockbox
4 [5h Security Policies
Ea Super Users
?k Cluster Key Passwo
ﬁ Decommissioning
p 2l Reparts

m Impoart, export and madify trusted user domains for this cluster.

- Acti
Trusted User Domains [t

| Trusted User Domains &

i Iimport Trusted User Dornain..,

| Trusted User Domain Informatien |

Trusted user domains define which rights account certificates (RACs) are trusted
by this cluster, The cluster autornatically trusts RACs that it grants, but it can trust
RACs granted by another cluster if wou import the trusted user domain file fram
the other certification cluster, The following trusted user domains are configured
for this cluster, Select a dormain to modify its properties orto exportits settings to
afile,

4 Marne Type Expiration
SlEnterprise Internal Mewer expires
(<] n >

[<]

n [>]

Properties

Help

Wiew »
Refresh
Help

a Export Trusted User Dormain...

©

- 1 ||.H Ci\Export

v| V) | | Search Export

i
L

Organize +  Mew folder =« @
[ ] F
@ Documents A Mame Date modified Type
Jl Music
[&] Pictures Mo iterms rnatch your search,
i Videos
L Computer
&, Local Disk (C
ca Alifiles (B =
'r- Metueark
<] m |>
File name: | Adatum-TrustedUserDomains v|
Save as type: |Binary File (*.bin] v|
L) Hide Falders Sawe ‘ | Cancel |
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Exportiere die vertrauenswirdige Veréffentlichungsdomane :

File Action ‘iew Help

&=z B

Mctive Directory Rights Manag
Pl ﬁ lon-surl {Local)y
Pl 5 Trust Policies
i Trusted User Doma

E Trusted Publishing

Trusted Publishing Demains

Import, export and modify trusted publishing domains for this
cluster,

,E Rights Palicy Ternplate
ﬁ Rights Account Certific
4[5 Exclusion Policies
‘ Users
[&7] Applications
ﬂ Lockbox
Pl .@ Security Policies
s‘a Super Users
@n Cluster Key Passwo
ﬁ Decornrnissioning
=l Reports

Trusted Publishing Domain Information

Trusted publishing domains define which publishing licenses are trusted by this
cluster, The cluster automatically trusts content that it publishes, butit can trust
publishing licenses granted by another cluster if you irmpart the trusted dormain
file from the other cluster, The following trusted publishing domains are
configured for this cluster, Select a domain to modify its properties or to export its
settings to a file,

~  Namne Type 3P Key C
EAdatum A0-RME Internal A0 RMS centra., 2D R
(<] n [>]

(<] [ [>]

| Actions

I
|
|

ig Import Trusted Publishing Domain,.

Wiewy 4
Refresh
Help
e
E Export Trusted Publishing Domain..,
Properties
Help

Export Trusted Publishing Domain

+ |_L| v Computer » Local Disk (C:) » Export v G| | Search Expart » |
Organize Mew folder == ~ @
¢ Favorites ™ Mame Date modified Type
-_ Desktop Mo iterms match wour search,
& Downloads
(E Recentplaces |
= Libraries
@ Docurments
JF husic -
[ Pictures
i Videos
1M Computer Ll <| il E
File name: | Adatum-TrustedPublishingDomain v|
Save as type: | XML File ("xml) v

(= Hide Folders

Save ‘ ‘ Cancel |
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Export Trusted Publishing Domain _

Export trusted publishing domain file

Export trusted publishing d..

Enable another AD RMS cluster to license content publizhed by yaur A0 RS
cluster by exparting a trusted publishing domain file. The trusted domain file includes
the server licensar certificate and AD RS cluster key of your AD BMS certification
cluster and iz password pratected.

Click Save As button to specify the file name and location of the publizhing domain
file: you are exparting.

Publishing damain file:

C:AE mporthAdatum-T rustedPublishingD amain. kml || Save Az .

Specify a passward for encypting the trusted publizhing domain file. oL must
provide the password that pou specify here to the administrator of the other AD
RS cluster where pou intend this file to be imported.

Password: |uuuu |

Confirmn Paszwond: |uuuu |

Specify if the exported file will be imported into a cluster running an early version of
A0 RMS

| Save trugted publishing domain file in BMS version 1.0 [including version
1.05P1 and verzion 1.0 SP2] format,

Firizh | | Cancel

Export der Vertrauensrichtlinie in der Partnerdomdne

Die Namensauflosung und die Konnektivitdt zur Partnerdomane wird vorausgesetzt

Exportiere in der Partnerdomane die Vertrauensrichtlinie in eine Datei Treyresearch-TrustedUserDomains.bin
Exportiere in der Partnerdoméne die Verdffentlichungsrichtlinie in eine Datei

Treyresearch-TrustedPublishingDomain.xml

Import der Vertrauens- und Veroffentlichungsrichtlinien

Importiere auf LON-SVR1 die Richtliniendateien von Treyresearch:

o

File Action View Help

= = H

Active Directory Rights Management Services = |

i Active Directory Rights Manag
P "513‘1 lan-swrl (Local)
a |5} Trust Palicies
i‘s Trusted User Doma
53 Trusted Publishing

I_ﬁ Import, export and modify trusted user domains for this cluster.

Actions
Trusted User Domains
% Import Trusted User Domain.,

Wiewr

z‘ Rights Policy Template

5 Rights Ac
4 _é Exclusion

4 _ﬁ Secutity P X
s Super Impart trusted uzer domain.. Impart the trusted user domain [ bin] file that contains the server licensor certificate
= of the A0 RMS cluster to be tusted, This enables pour cluster to grant use
% Cluste licenses to users with rights account certificates from an AD AMS certification
;éj Deco cluster in another arganization or in a different forest.
I = Reports

Import Trusted User Domain _

i) Users
&7 Applid ’ Irport trusted user domain file:
s Lockby r Daornain...

Trusted user domain file:

C:AExpomsTrevresearch-Trustedl zerD omaing. bin ” Browse...

Type a display name for the certificate that will allow you to easily differentiate one
trusted user domain from another.

Display name: Treyresearch
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e Importiere die Veréffentlichungsdomane:

EX

&= x| B

Actinn View  Help

i Truste
:jé\] Truste

i& Active Directary Rights Manag
a fg? lon-swrl (Local)
4 j Trust Policies

d User Doma
d Publishing

Active Directory Rights Management Services

Trusted Publishing Domains

Import, export and modify trusted publishing domains for this
cluster.

Actions

Trusted Publishing Domains =
f% Import Trusted Publishing Domain..,

Wien

1] Rights
&/ Rights

Import Trusted Publishing Domain

3|

4 ._ﬁ Exclusi
Q; Us
&7 Ap
s Lo
4 Lﬁu Securi]
Ho su
i 1
ﬂ De

p =l Report

9 Impart trusted publishing domain file

Import busted publishing d...

Impart the trusted publishing domain [.xml) file that containg the server licensor
certificate, cluster key. and templates of the A0 BMS cluster to be trusted. This
enables your cluster to decrypt publishing licenses from an AD RMS cluster in
another organization or in a different forest. Once decrypted. the cluster can grant
use licenses for that content ta rusted users.

Trusted publishing domain file:

C:\Erporth T reyresearch TrustedPublishingD amain, sml ” Browse...

The tusted publishing domain file was password protected when it was exported
from the ather A0 RMS cluster. Specify that password in the space provided to
decrpt the file

Pagsword: [TITITI

Type a display name far the certificate that will sllow you to easily differentiate one
trusted publishing domain from anather.

Dizplay name; Trepresearch

S -
Fublishing Domain...

e Analog wird in den RMS von Treyresearch die UserDomain und die ublishingDomain Adatum importiert.

é) Validierung der RMS-Funktionalitat — interne Verwendung

Erstellung eines geschitzten Dokumentes fir interne Zwecke

e Anmeldung als Adatum\Aidan auf LON-CL1.adatum.com

e Starte Word 2010

e Generiere Text

e Schiitze das Dokument:

= Lesezugriff fur Bill@adatum.com:

wWiid 9-0l=

Home Insert

Document1 - Microsoft Word

Pagelayout  References  Mailings  Review  View

|l Save
Save As
5 Open
L4 Close

Recent

New

Print

Save & Send

Help

[:3 options

B et

Information about Document1

&

Permissions
Anyone can open, copy, and change any part of this document.

Protect
Document ~

Mark as Final
Let readers know the document is final
and make it read-only.

Encrypt with Password that it contains:

Require a password to apen this
document.

Restrict Editing

Control what types of changes people
can make to this document.

Restrict Permission by People

Grant people access while removing ~ *
their ability to edit, copy, or print.

Unrestricted Access

Restricted Access

Add a Digital Signature Manage Credentials

Ensure the integrity of the document
by adding an invisible digital signature.

o’ b b B2 g

Properties ©
Size

Pages 1
Words 6
Total Editing Time
Title

Tags

Comments

1 Minute

Related Dates
Last Modified eve
Created Today, 11:33 PM
Last Printed e

Related People
Author Aldan Delaney

Last Modified By

Show All Properties
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Information about Document1

Permissions
% Anyone can open, copy, and change any part of this document.
Protect
Document ~
Prepare for Sharing
@ Before sharing this file, be aware that it contains:
Author's name
Check for
Issues -
nd
Retrieving URL of rights management server...
Versions
9
g Manage
Versions ~

Information about Document1

Permissions
@ Anyone can open, copy, and change any part of this decument.

Properties

Size I
Pages

Words 4
Total Editing Time
Title

Tags

Comments

Related Dates

Last Modified I
Created

Last Printed I

Related People
Author £

Last Modified By I

Show All Properties

Protect P
Document ~
Properties ~
Size
P Pages
@ B Words
Total Editin
Check for WINWORD
gr=o Connecting to adrms.adatum.com. Title
Tags
:nd Comments
Vi [aidan@adatum.com I Related Dal
@ g Last Modifi
= Manage [ LTTTTTTTY I Created
Versions - Last Printec
Domain: adaturm.com
[] Remember my credentials Related Pec
Author
Show All Pr
IRTA IR RPN W VI WIWIV Ry W N S T IR T ]
Permissions
%’ Anyone can open, copy, and change any part of this document.
l Protect

\ Document ~

\Z

Check for Select one of the following user accounts to create or open content with
restricted permission. To use an account not listed below, dick Add.

Issues

el

Manage

Versions * [[] Always use this account

aidan@adatum.com (Adatum AD-RMS)
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Information about Document1

%’ i Restrict permission to this document
Protect The following users have permission to this document:
Document - Name Access Level

aidan @adatum. com Full Control

@

Check for
Issues -

- ]

Additional permissions for users:
This document expires on:

5/26/2013 [v]
@ 4 Enter date in format: M/d/yyyy
Manage [ print content
Versions [] Allow users with read access to copy content
" ]
Access content programmatically
Additional settings:
Users can request additional permissions from:

‘mailho:aidan@adamm‘com
[] reguire a connection to verify a user's permission

Set Defaults...

e Speichere die Datei unter \\LON-SVR1\Dokumente\Testl.docx

wWid9- 0| Documentl - Microsoft Word

W Insert Page Layout References Mailings Review View
. — L A
W8T | pasbeene | asBbe
TMNormal | T Mo Sp:

j % CaloriBody <11 - A A7 As- BN
Pastey B 7 U-shex, x| A-¥-A-AG
s

Clipboard = Font [F] Paragraph [F]

o Restricted Access  Permission is currently restricted. Only specified users can access this content. Change Permission..,

@ A ' lon-svr 1 Dokumente v & Search Dokumente y-]
Organize » New folder = - @
-
@ Documents = Narne Date modified Type I
Ji Music
[ Pictures No iterns match your search.
! Videos

il Computer

e‘ Network
L 4 >
File name: | Testl W
Save as type: | Word Document Y]
Authors:  Aidan Delaney Tags: Addatag
[]5ave Thumbnail

Zugriff auf das interne Dokument (Leserecht)

e Anmeldung als Adatum\Bill auf Lon-CL1.adatum.com
e Speichere die Anmeldeinformationen im Office
e (Offne die Datei Test1.docx:
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HEd9-0l+ Document1 - Microsoft Word
Iﬂn Home Insert Page Layout References Mailings Review View

r.. ;; Calibri (Bady) Z|11 Z|A‘ A | Aav | B Y A] = -oi= vtz
ST B I U-sexx|A ¥ A AQ E=

llipboard Font IF}

a-ighw
2= &

Paragraph IF}

AzBbCcDe | AaBbCcDt

TMNormal | T No Spaci..

Styles

WINWORD

Connecting to adrms.adatum.com.

l bill@adatum.com ]

o e ]

Domain: adatum.com
Remember my credentials

| e we e | oEmar | e

d9-0l= Document1 - Microsoft Werd

i“ Home Insert Page Layout References Mailings Review View

AaBbCcDe | AaBbCcDe

E # Calibri (Body) Z|11 Z|A‘ A7 Aav | ) g A
asteaa 2 b
g B I U-aex x [~ cA-ae =

TMNormal | T Mo Spaci...

aboard & Font ] Paragraph F] Styles

Retrieving URL of rights SErver...

g9 -0Ul= Document1 - Microsoft Word
Iﬂu Home Insert Page Layout References Mailings Review View

e

r.. ; Calibri (Bady) Z|ﬂ Z|A‘ A | Aa- | B o e
Paste B 7 U-~-abex, x| \"W-A-NB

Jlipboard Font [F}

AaBbCcDe | AaBbCeDe Aal
TMNormal | TMNo Spaci.. Heac

Paragraph [F} Styles

Permission to this document is currently restricted. Microsoft Office must connect to
http:ffadrms.adatum.com/_wmes flicensing to verify your fals and your

[[] pon't show this message again
Learn more about downloading permissions

Lok || cane
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e  Versuche Anderungen zu speichern

(]| 90|+ Test1 [Read-Only] - Microsoft Word

W Insert Page Layout References Mailings Review View

f‘ T AW Aa |5 (Al ==

AzBbCcDe

T Hormal

AaBbceDe AaBbCi :

T Mo Spaci.. Heading1 —

Clipboard =

Styles

o Restricted Access  Permission is currently restricted, Only specified users can access this content. View Permission...

You are y i to view this d a8
bill @adatum. com Change user. ..

Restricted Access - Permission is currently restricted.,
jrestdokument .. darf nich| | Only specified users can access this content.

‘You have the following permissions:
View:

Edit:

Copy:

Print:

Save:r

Export:

Access the document programmatically:
Full control:

58353385

Request additional permissions. .. III

Zugriff auf das interne Dokument (kein Leserecht)

e Anmeldung als Adatum\Allie auf Lon-CL1.adatum.com
e Versuch, das Dokument Testl.docx zu 6ffnen:

Wig =~ 2|~ Document1 - Microsoft Word

W Insert Page Layout References Mailings Review View

‘? Calibri (Body) 11+ AT A7 | Aav | E W5 (A] = iz - e ISR TR |
EE]
Pa“"@ BIH'**-*W&'W‘A'.@ 2= &

Clipboard Font (] Paragraph (]

WINWORD

Connecting to adrms.adatum.com.

’ allie@adatum.com

o =

Domain: adatum.com
Remember my credentials

AaBhCcDc | AaBbCcD
T MNormal | T Mo Spaci.
Styl
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Il 9~ 0= Document1 - Microsoft Word

Iﬂn Home Insert Page Layout References Mailings Review View

B ‘N‘ Calibri (Body) = 11 = A" A7 | Aav & % Zeis s (EE M- 4T naBbCeDe | AaBbCcDe AaBE
By
Pavste ) B 7 U ~abe x, xX° Y = = T Hormal | Mo Spaci.. Headin
lipboard Font [F] Paragraph [F] Styles
Retrieving URL of rights management server...
Ud9- 0l Document1 - Microsoft Word
W Insert Page Layout References Mailings Review View
E P calibiBody v 11 v A A Aar | B EriEctn EE AaBbCcDe | AaBbCcDc
_ﬁ

Pavste o B J U-~-aex, x| A-¥-A-AB = T Mormal | T No Spaci...
Jlipboard s Font [F} Paragraph [F} Styles

@ You do not have permission to open this document.

1) Validierung der RMS-Funktionalitat — interne Verwendung

Erstellung eines geschitzten Dokumentes fir externe Personen

e Anmeldung als Adatum\Aidan auf LON-CL1.adatum.com
e Starte Word 2010

e  Generiere Text

e Schitze das Dokument:
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= Lesezugriff fir april@treyresearch.net:

W 9- 0= Document? - Microsoft Word
Home Insert Page Layout References Mailings Review View

|l save .
Information about Document1
ﬂ Save As
= Open
D" Close % Reestrict permission to this document
7 Protect The following users have permission to this document:

Inig Document - Mame Access Level

aidan@adatum,com Ful Control
Recent

april @treyresearch.net Read
@
Print Check for

lssues ~

Save & Send Additional permissions for users:

["] This document expires on:

B

Enter date in format: M/dfyyyy

3 options s [] print content
E Exit Versions ~ ["] Allow users with read access to copy content
e |

Access content programmatically
Additional settings:
Users can request additional permissions from:
|mai|m:a\dan@adamm.mm

[] Reguire a connection to verify a user's permission

o ] o |

e Speichere das Dokument unter \\LON-SVR1\Dokumente als Test2.docx
e Kopiere das Dokument auf eine Freigabe \\MUN-DC1.treyresearch.net\Dokumente

Zugriff auf das externe Dokument (Leserecht)

e Anmeldung als TreyResearch\April auf MUN-CL1.adatum.com
e Versuch, das Dokument Testl.docx zu 6ffnen:

9 A |_l'_ wmun-deT\Dokumente] v G Search Dokumente y-]
Organize - Mew folder =~ [@ @
B Desktop A Mame ‘ Date modified Type

48 Downloads Testl 9/24/2013 11:38 PM  Microso

%E| Recent places =
= P ] Test2 972472013 11:55 PM Microso

- Libraries
@ Documents

Jl Music

[ Pictures
B Videos

18 Computer

T! MNetwork

v £ >

File name: | Test2 v| |A||Word Documents V|

Tools = | Open Iv| | Cancel |
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Il =7~ O |7

Iﬂu Home Insert

Document? - Microsoft Word

Page Layout References Mailings Review View

E £ ot {Body)
Ea

Paste B 7 U~
£ 4 u

pboard &

1 A AT Aar B [A] =iz etipe |
abe X, x’|&-¥-5-.@

Font ] Paragraph

AaBbCcDa

[ T Normal

I}

W 90

Insert

WINWORD

Connecting te adrms.adatum.com.

[ april@treyresearch.net

o =

Domain: treyresearch.net
[[] Remember my credentials

Document1 - Microsoft Word

Page layout  References  Mailings  Review  View

Calibri (Body)

[l
qu‘a
e

Clipboard T

= R R

S AW Aam )t A

AaBbCcDe | AzBbCeDe Aal
TNormal | T Mo Spadi.. Heac

Paragraph Styles

o Cannot verify user information at this time. Do you want to open this document using a different set of credentials?

[re | [ ]

Documentl - Microsoft Word

W Insert Page Layout References Mailings Review Wiew

% Calibri(Body) - 11 - A A7 | Aa- | B g B= AaBbCcDc
=2

Pute o B I U - aex x| A-¥-A-EQ FH= 1 Normal

Clipboard Font [F} Paragraph ]

WINWORD
Connecting to adrms.treyresearch.net.

l april@treyresearch.net ]

o

Domain: treyresearch.net
Remember my credentials
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u] Home l Insert Fage Layout Heterences Matings Review View
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Verifying your logon information for opening content with restricted permission. ..
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lipboard = Font
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Select one of the following user accounts to create or open content with
restricted permission. To use an account not listed below, dick Add.

rch.net (MUN-C
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Iﬂn Home Insert Page Layout References Mailings Review View
[l

Paste

Calibri (Body) -1
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You are attempting to send information to an Internet site (http:/fadrms.adatum.com) that is not in your Local,
Intranet, or Trusted zones. This could pose a security risk. Do you want to send the information anyway?

[ Don't show this message again
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aidan@adatum. com.
Do you want to request updated permission?

0 You do not have credentials that allow you to open this document. You can request updated permission from

| Change User | | | |

7) Validierung der Funktionalitat bei einem ausgefallenen RMS (intern)

Versuch, eine Datei zu schiitzen wenn der RMS offline ist

e Anmeldung als Adatum\Aidan auf LON-CL1.adatum.com
e Starte Word 2010
e Generiere Text
e Schutze das Dokument:
= Lesezugriff fir bill@adatum.com

Iid9-0is Document1 - Microsoft Word
Home Insert Page Layout References Mailings Review View
|l save

Information about Document1

[ save As
ﬁ Open
ﬁ‘ Close % Restrict permission to this document
s Protect The following users have permission to this document:
i Document - Name Access Level Add...
Recent aidan@adatum.com Full Control
bill @adatum. com Read
@
Print Check for
lssues ~
Save & Send Additional permissions for users:

This document expires on:

Help 9/27/2013 [v]
@ H Enter date in format: Mfdfyyyy
i ptions Print content
3 oet Manage O
E Exit Versions ~ [] Allow users with read access to copy content
- J
Access content programmatically
Additional settings:
Users can request additional permissions from:
|ma\|to:aidan@adamm.mm | %

D Reguire a connection to verify a user's permission

Set Defaults...

ok || cancel

e Speichere das Dokument ... OK

Versuch, eine geschutzte Datei zu 6ffnen, wenn der RMS offline ist

e Anmeldung als Adatum\Bill auf LON-CL1.adatum.com
e Offne die Datei:
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Clipboard

Permission to this document is currently restricted. Mmﬂoﬁcemstmrmh
http: f/adrms.adatum. com/_wmcs flicensing to verify your credential

d your

["] pon't show this message again
Learn more about downloading permissions
x|

Wil 9o- 0= Microsoft Word

w Insert Page Layout References Mailings Review View
= . . . _ .
BE 0 A e a@ S = RS IR

Paste

ul

Clipboard [} Paragraph

Verifying your credentials for opening content with restricted permission. ..

WHd9-0|- Microsoft Word

W Insert Page Layout References Mailings Review View
= P sm a— i = =
B2 A s Bu@E EEE EER NS

LI R

Pte , B I U-adex, x|A Y- -A-BHO SE=E=E|i:

Clipboard = ] Paragraph Styles

Font

The service at http: [fadrms.adatum. com/_ fl il ilable. Ensure that you have
‘connectivity to this server. ﬂsmmﬂhemmdbemmwaemhqoﬁr,mrpmym&gsn
preventing your connection, or you are experiencng intermittent network issues.

Versuch, eine bekannte geschiitzte Datei zu 6ffnen, wenn der RMS offline ist

e  Bill hatte das Dokument Test1.docx bereits gedffnet

Seite 31 von 33




S IT-Solutions

&

Implementieren von ADRMS unter Windows Server 2012
e 2013-09-27

Erneuter Versuch (die Datei wurde vorher in die eigenen Dokumente kopiert):

Insert Page Layout References Mailings
=N AN e (B A EE T EE( R - M
= By A A == z AaBbCcDc AaBbCcDe AaBbCi
Paste B J U -dexX|A-T-A-ABEE=E=E|l=|&-5- THormal T No Spaci.. Headingl |— gt";al""gl
- es
Clipboard = Font IF Paragraph IF1 Styles IF1

o Restricted Access  Permission is currently restricked, Only specified users can access this content,

Il'estdoku ment.. darf nicht ausgedruckt werden

Da die Richtlinie das zwischenspeichern der Lizenzen am Client fiir 7 Tage erlaubt, kann Bill das Dokument 6ffnen

Versuch, die geschiitzte Datei Test3.docx zu 6ffnen, nachdem der RMS wieder online ist

Der RMS ist wieder online
Bill versucht, die Datei Test3.docx zu 6ffnen:

Hid9-~-0|= Microsoft Word
W Insert Fage Layout References Mailings Review View

| AN A BNA E-ECE (EE R
B 7 U-ahex, | - %-A-B@ =s=s==8 1= | &-m-

Clipboard s Font ] Paragraph [P Style

Permission to this document is currently restricted. Microsoft Office must connect to
http: ffadrms. adatum.com,_wmcs licensing to verify your credentials and download your permission,

] Don't show this message again
Learn more about dewnloading permissions.
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WINWORD
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[[] Remember my credentials
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o Restricted Access  Permission is currently restricted. Only specified users can access this content. View Permission...
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